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w2 o Idrenstiosiuiusunsuliuszaedd (Preventing Malware)

ot pofesveidufoshmiinaddusunsdiasiulifasanfiamas (Anti Virus)

ao. usimdeya T8 aonsiuas vioddula Aldsuandldoaududeddumsananulaia
AaufnneuasiUsunslsisasdnouminnf e fuiufingnads

aet. JLiuResiinisuiud jdeya dmiuamaasunazuivdgesyuudfjiiing (Update
patch) Tilwsiveue edunsilasmstiesfunmudemeiionafiniy

o, Jrldudosdiessibhfauaylusunalilszasdfnasnim samalewudRamnAgldnu
feaudummungauassuy

ae defldenmuinadosweufameiinlifa fidnugadaidenseiniesnsufanedidng
i3 tnaLazABLRLAALA T UY

o Fudnasurhdun Wasuwlas auis Sefoya denaw wenans vieddan Mduninday
youminendomalulaivvanangunm vievowfou Taolsildsueygnaangiisa

co sl anaufiuned daud Wiellsunsudunmelaq fewdeliinaais
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wan & ddnenisideussuuanninedidinnseding (Electronic mail)
oo foufjiiviatornumumnailliiulunanloneanaiussaonsivssuvaisaund 9
femsidussuvarrnediannseiing (E-mail Policy)




yleusainusiusslasaduuasasatalians (Wireless Policy)

. {auaszuy (System Administrator) fesaruaudyginussgdniainsesanadaynyim
(Access Point) Tialvaeenuaniuildaussuuiedstel faedondigs

. {auaTeuy (System Administrator) maiinnsfndalviioad (Frewald) sewinassuy
wedglineiusruuiaiethamelunihenu

. §auaTzUy (System Administrator) arstmualigldvinslussuuiniadinliany

4

Anrafeasldlamieiu VPN (Virtual Private Network) tiedaedasiumsyngnluszuy

wdatheliane

. figuaszuy (System Administrator) rasldeewd ivdesnsaufamedausiuiiuns
Jaensfmanzuuiaietslimedensynsiadeunasiufinmgmsainhadeofiatuszuy
wideteldans uasdpdenenuranimmedeuyn « Weu uazlunsdiinsemeununisld
suszuutatetieliaefiaund Wiguassuy (System Administrator) 318e1ud0g
Janmsdinau fisauien@vsuiui
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ulaurenisinuamusiunslaanielniesd
(Firewall Policy)

o, drtiiveEmstasmaluladansauna fnhiflunsuinisdans nsinds tasiuune
vadlrireadinun feaugunindiesnvasfeyaussruuiadedisaeuiunoive
W TIngdEwAlads reRan NN
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naufmesiingAnssunsldendinulouns wialinanmsiiauvesilnunsais
adesdamun/aenss aumeeldsumaudly

o, Mslieussludnuaryeins Remote Login 9 nasusmndussouwitny wiegunniol
wpFatiengly ardesiuiingion1seeannsaniiunseuLuuN15U9RYR A LILN IS
RorfuaissrenianesuidisuasaUnialindedne wasadasldiuauiiuveavann
drininsuSmsuazinaiulatansaune
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(E-rnail Policy)
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wheem lngdudvatuidwihidininguinsuasmaluladansaume
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(e-mail) WhuiffuRaveutensldaniusnmneBidmseiind (e-mail) vown
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(Internet Security Policy)
& 2

(L0 = 1 l‘-'i =y =3 I
& 1%1‘U‘SUUU’E}NLVIE}§L‘§§I (Internet) ¥0ARUIBIY wavusylgailludanadivdidunisa

s A

UAPa u,avmmsmamﬂwﬁhmm“au iy Gulesidadefasis dulednsidemdu
a"mﬂ'§muﬂivmauwsamunﬂmmmuummamm A WisLMngase viveuuludd
Lﬂuﬂﬂm@ﬁmumaammamwmau mamgawawnaimﬂﬂmmmﬁ;ms’mnu
UWTINGIHE %

o, ndmmedeyedfniiduarudufeifuauoamingrdsn fdslifusnamodg
Wumsnsiuszuudumediia (Internet)

o seinssanmsanslvasluswnaildauainssuudumesiia (ntemet) msaniivanms
dwan (Update) TUsunsusnag Foafilulngliazfindudn?

& lumsldrunsemunumundidnseiind Lidamedeyaiiddauasiuaiuiuroms
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ulsvrarudisnsUaendevsenmsarugunisidindessuy
(Access control Policy)

NUIA o NFAUANNTSIEDTEUUE SEUMA

o drnineuimsuwazmeluladansime Savuaniesnisauaunisidldeu seu
asauAmhsuieguainuinaasade T,maﬁq@ﬂaﬁmwﬂqﬂmumauanﬁﬁadmi
avslumainldan srvvasaumavosmisauezdiesweaygaduaisdnuaifnysse
gennsmsdiiniveuinisuasimaluladmsaume
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o {guaszuu(System Administrator) Fosvundninind e ssuudeyaldmneauiu
madldfimmegldanuss vukeswimfuiareuvesdwihlunsUfiRnunewdn
Tspuvansaume Mummaunudvanadiiethasiele

@ fRuaszuu(System Administrator) arsdalsiinisszuuiuinuasfanunisldaussuy
AsaInAmRaINeNY waraseTmsasiianuaenfuiitidessuudoya

& NﬂLLﬁﬁuUU(SyStem Administrator) mamﬂ’lwum'ﬁuuwnﬁEiaut,asmﬂ'zimmi FUUMIUALY
Wasuwasinaaieg wagn1seudt- _aenacuiifiveTuy %aqmmmlmuaummmu
hildfueygeedundngulinisasedey

I B NIFUIMTAAMINSIdATZ UV THUMA
& NﬂLLaiu‘U‘U(SyStem Administrator) ﬁzmm%ﬁuﬂmsaamLUEJuUﬂaﬂ'ﬂwmaaum’mmaa“1
ImamﬂuﬂwmumauﬁgummaLﬂumqmil,wa‘(muawama*; fumsldsnumaarasuiiu
'ﬁamwumauﬁgmamiun'ﬁamaﬂamﬁmﬂmm Wy nseneen vaen TUAsudmumi
awmelumbonu Wusiu
b HauaTeuu(Systermn Administrator) FaarmunnisldnussuumalulaBasaumeaiidady
wu syuullsunsassend (Appllcatlor‘l) mmngdianunialindle-mail) szuulrdetiely
as(Wireless LAN) seuudueedidln (intemet) 1Thud T,maﬂaﬂwﬁmmwwvmiﬂgumm
Tunihfuassasldsummniurounnimimgiiudaudumsdnuaidnug suvisies
punuvSnd et EnLaLe
m ﬁmgaivuu(System Administrator) fesudmtanisansnnsldauseuunassviaiiueos
mmmmmalﬂu
(@) AruamaUdsuUasuasnsendnsiaru (Password) Lmn’ﬂ,‘fmuivuu :
anson et i videsnidnnisldan
(o) dmausas(Password) Hansaliiuglduinsieiinisiiuaende s
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testuluntsassvzsiu(Password)
(o) PRl LTS memeuBudumslafusiiaingPassword)
(@) mrsimualdldentidduiinudafiusdariiuPassword) Lilursufinmg
Tugunuuithiléddestunmadngs
(@) ﬁmum%anﬁ%ﬂ%aiﬁaiﬂ%’qﬁuﬁm"l,:d%"]ﬁ’u

1t~




o ey &

(o) tunsdliiaudrdudedddnifmeivdldnuniansgen dlfaniudes
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ansenme Tnpfinsissveznanasidnuuagsefumsldauiiideiu
sEpgnAT AT eRUR W wesiinisuuedvifieeilautudnald
tasysulabaitng uazdesumlisiaiidausanafadldnuauUni
&. HRuaTEUU(Systern Administrator) Kasuimsdansnisdidedeyaniudssianiy
Ay lumsmuauninddsdeyanddssaniunudufinindfdasasuasns
LR UTZ UL
(o) fosnauminanistayausassmnndumuduiamsuintdesnsuasmns
WdmuIEUUNUY
(o) ﬁaqr‘imumw%pﬂ% (Username)uasianiu(Password) titeldluniy
amadeuiinuiweslideyaluudastumuduesdoya
(o) FsruRsEEEan s azssfun sl ruiuiidlefussesfing
(@n13fudetayadrfyrrussuuiaiatisasisae msldfunsdrsda
(Encryption)fifiusnasguaing WUSSL VPN 138 XML Encryption gy
(@) samuansWasusiiaru (Password) muszssiiaififmunvaasedy
PR GALGIL DA
(m)msfuauasnsinvieainalaon fevsadoyalunsdiinaios
aaxfweisanuaniuiivemhsnu 1wy dusdemasfiuneslunsisden
msdsearautoyailAvegludotudindeu Wk
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uiﬁlmﬂmfmﬁ'umﬂaaﬂﬁwmmsm'ﬁfmﬁummnqn
(Intrusion Detection System/Intrusion Prevention System Policy : IDS/IPS Policy)

@, fua IDS/PS Policy iWunlsuemsfadessuusmedaunisynsn 1aznsI9enuaN
Uasadaededny Wedlosfuninens svvvaisaumea wardoyavuniatenisly
wdnenden Wianusnsasads Wutumufoiifstunsasadeunsyngn
wietanfaufuunumaazemuiufisveuitiende

. lDS/IPS Policy ﬂiﬂUﬂaﬁmﬂIﬂﬁm (Host) TuipSeugvaauningde LLﬁ”Lﬂ‘iEi‘IJ’ZEJ“UE]Mﬂ
wavn Tidadumsittoyaeaiiunms deieglueSetiefumedidannidums

. srvutmmiasnaadldansunedindons oo UM T UI AT
IDS/1PS

<. svuuiamualy DMZ fesldiuntsasedeugiuuunislivinnatauntsfinfauasdn
Tu3ns

& leaduaziadetnetomuniiin sdeinudeyariu 10S/1PS fadimstuiinnansnsadou

. ATdaULAEUpdate Patch/Signature @3 IDS/IPS uusza

o, ATREaUMANISal deysesesnunenfiome’ wgAnsunisldnu Aansia wastuiin
Yana deyaitldoueietisdulsedwniulaefguassuy

2. IDS/PS fewnvumeldngavaniugiunadiniinad Aldmaihdaniatievasszuy
ansenAmsUng

«, ipfplteiiinaRnda host-hased IDS aedpsiimansivaoutayausydriy

wo. ngfnssun1slde Aonsau viamanisalhomn Alleandssdansyngn nslesd

svuu wodnsauibasds viewsnenadissuy Raftszaueudniauaghivssay
mdiiezdodimasnenddd gnsnsdinineuinmiuasmealuladansaume
wWisseudrunemsdninuiniauasvatuladaaume
so. NgRnIT fanTsuiitndde vileszuumahaufidaund fignduwy ssdadinisseny
Tiennemsdiiniveiasuasmeluladansauna melu o 4l

oo, marTRdsLyRsTIIRsaautuiinliliieendt sofu

om. LUUMsREUALDWBIMA N ailiAaTY THur MeaumanisnsInuImg sl
fdunsmatuneuiiaaneudsme avsewiuafjisiinsam Jesfumnmssdi
sraiadntuawien LaeailumsnuuNg

oc driininguinmauazmaluladansaume fvdlunisginsidousieiniotisvanaies

aufinmeTwginsaudsstentsyngnssuy Tnglifestimsudeundldaudmmi

od. fignamisdeuineewnsshmsuleidunseadaulovevenmdeivendes ns

wengnudnassruulaefivey mslaufszuu wieflwgfnssudsstamaitanueszuy
ansaund awgnsziunsldiefetnediuil manmsnssihdandifiumsnseinaaiied
denpdefiu w.a.u ddenTeiiaaRaisfuresfismes walbedo Usena
pauznIsINTEINTUBEnsedind Bessunlevisuasuunufvilumsinmany
fuasasefomumsaumerasmiie1uly welbedm UssmaauznNTINTEsnNIIy
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ylavisanudunslasnfsusussodionaiasaeraiunasiidng
(Network and Server Policy)

. dnlrineuinnsuagwmelulatiansauna fivusiasminiununiid-eenviesmuns
wiesneuRamasiie (Server)

 iflduinsaninedenenfinmefuazgunsalindeudefuindesmenitune fuaz sz uy
wadevesmbeny sadafveyyinn gernensdrinineviatiuesinalylad
AVSAUNA ELﬂﬁﬁmﬂgjﬁﬁﬁ%&quU’wiiﬂﬁiLﬂﬁlﬁﬂ"fﬂ

. msveayaeldnuiiuil Web Server uagdalaiueon (Sub Domain Name) ey
Fuiinveveg szdeviitdeveaugiade fe1ienisdriinineuinisuasimalulad
ansene wazasdaslifndalusunsule | Adwwansgnudenisnigyiivosssuuuas
fdusmadug

wuilanseinsiedaudng fnduinfsderiimsla q degunsaldaunana Idur qungal
§mdunne (Routen) gunsainszedyyraudoya (Switch) gunsaifiiiendeduszuy
wiadievan nglilasusynmangauasguy (System Administrator)

. {guaszuy (System Administrator) fiesmiuaumadfssuupniets WileEmsdanTs
spuueedndldadneiussansam datelull

() Foaiiiimadfadninasldannfianruguiléuimsifausaldnuaniy
seuueetnedlduayg i

() FesiFEmsimdumenaddszuuedesefinsldnudndu

(@) Fetmaliiindediianisldidunmueiainennaieanitunesly
Fuadesnauiianesiiie ielilidlduimsaunsslidumeilsd

(@ srvuiniedeiamarasnihsnuiiinsdeuseludszuuaiadiedy
aeuen wisnuemndeusorugunsaieatunisynin saufadass
anugasalunsasndullsunsnssadineg (Malware)

(@ svuuintetedesiatruunsans1adunisyngn (ntrusion Prevention
System/Intrusion Detection System) Lﬁamﬁ)a@umﬂﬁwufﬂamﬂﬂaﬁvﬁq
Mssuuietedsemsnludnemsiiaung

o) maedrgszuuiededianieluvassu lagdiunisszuuduimedida
fndludesiinisastuitnida (Login) wazdesiinsigadtiududany
(Authentication) \lemsiaaaunymgnieelivini

(@) tavfleglofl (P Address) neluwesszuuiaiedsnialuresmiiesny
sniludastintestulllmhenunisusniideudeannseseudiils

(@) Fosdaviusulsssuuieiatig (Network Diagram) Geilsnaazidaniioaiy
JaulAvesTEUUIAI st eluaziafatienieuan uavgdnsaling q wisy
weusuubidutiegtuetiae

@ msldiadosdiors 9 Wlansnmageuszuuedetne mslaiumseydfian
fiauassuu (System Administrator) uagdrfamsldauamainiduiu
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b fquaszuu (System Administrator) fasuimsaaunsiAsaraufinaoiusidns (Server)
waguAnveulunisguasruussufiameduiiie (Server) lunrsimuaudly wie
WatuwUarEg ) YaswewinIfIzUY (System Software)

o drinineuinmesmeluladaseume fmusmnasmsasuaumsdaifiudieyaasasms
ronfiumed (Log) Waliteyaerasmansuftamas (Log) amugniouagarunsnssyt
fhypeadmaiansiolyil

(@) mstadivioyaamannenesiinned (Log) Wludaitudeyafiannsadnm
puATURIY gades wias ueeseyiiyaraiiviGededinaifuasdeyai
Tunsdmiu Fostwumtuaradulumsdddenauasiguassuulailady
aynlumsudledeyaimivinumly endudasvaeuszuuasaumenes
e (T Auditor) wieypeaiiisnuseumneg

() rstmuelAtimstufinnsvhaeesszuuiuiinnisufiaueesgliou
(Application Logs) waztiufinseazidsavasszuudasiunisyangn tiu
tuinnisidi-senszuy Tuiinaswerenndigszuu Judinnisldany
Command Line uag Firewall Log tJudu ieuseleniliundldnsisasy
wavdauiUTFinfena L dathetion «o Fu tufudmslivinsduanas

(@ easasasuduiinnmmURtRnuresldnuzuvetheahise

(@) FasiRnnstiesdumsudloEounlaciuiinds 1 uazdifadninisdnge
ﬁuﬁmwdwﬁ?u‘iﬁmwwuﬂﬂaﬁLﬁm%’aqwhﬁgu

. drininsuinmauasmalulafasaume dvusuiesnismvaunliszUUeLaYNe
uaziATenaninmeiuitie (Server) Waguasnumaulaenievaiszuuanansuanmy
was dasteluil

(o) YpAEIIIIBUEUEnfidoImsAvsluntsildussuuietetieuas
iwisapsuRnineiualdie (Server) vounhpnuazdeniiFewsaygaiiu
aednuaidnes Wevesyywnngdnnensdinineudnuasnalulad
AU

() finseuaudeana (Port) Mdtunisidhgssuu

(@) 33n15laq anansavdingdeyandeszvuteyaldanseeglnadedaiunis
aypesndsnnenisdiinineuintuazsmaliladansaume

(@) madhgszuuanszezlng fldvudesuanmdngiu szymgpanianiu
fuflulunssiiinnuiumbenuetafisme

(@) mainldnuszuudosunIRgIRnuINTEUUTEMUIENU
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(Backup Policy)
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